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Introduction This document contains step by step instructions on how to:
e apply for an ACE Exporter Account for new ACE users
¢ login for the first time ACE Portal users
e create an Exporter Account for current ACE portal users
e request EIN data on AES Export Reports

Establishing an exporter account will facilitate access to ACE
Automated Export System (AES) reports that include access to
historical export commodity data. In addition, an ACE exporter
account will be required to access the AESDirect filing portal once it
is available later this year.

IMPORTANT: Requests to receive AES reports for specific EIN
; export data are vetted through U.S. Census and not through normal
O ACE channels. For general questions on ACE Trade Export Reports,
please contact Census at 800-549-0595, Option 5.

to log on to legacy ACE, click on the link below and scroll to the bottom

) IMPORTANT: System Requirements. To view the systems required
(4
o of the page.

http://www.chp.gov/trade/automated/getting-started/using-ace-secure-
data-portal
Legacy ACE users can use other operating systems. However, ACE does

not test fully with these systems for Accounts. The new AESDirect is
fully tested on all current operating systems.

NOTE: Touchscreen interactions are not supported. It is recommended
that ACE Portal users have a Portable Document Format (.PDF) file
viewer, such as Adobe Acrobat and Microsoft Excel and Microsoft
Word or similar office document products to work with files.

NOTE: For technical questions related to the application for an ACE
Exporter Account or ACE Trade Export Reports access, please contact
the CBP ACE Account Service Desk by calling 1-866-530-4172,
selecting option 1, then option 2, or email ACE.Support@cbp.dhs.gov.

NOTE: For existing ACE Portal Account users, the Trade Account
Owner (TAO), the highest level of access for your company’s account,
can create the Exporter Business Partner (BP) Account, including any
EINs that are appropriate for exports, under their ACE Top Account.



http://www.cbp.gov/trade/automated/getting-started/using-ace-secure-data-portal
http://www.cbp.gov/trade/automated/getting-started/using-ace-secure-data-portal
mailto:ACE.Support@cbp.dhs.gov
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Additional Training The following links are provided for more information on available
ACE Training.

http://www.cbp.gov/trade/ace/reports-training-and-user-guides

https://share.dhs.qov/p5882fvetl6/?launcher=false&fcsContent=true&
pbMode=normal

http://www.cbp.gov/trade/aes



http://www.cbp.gov/trade/ace/reports-training-and-user-guides
https://share.dhs.gov/p5882fvet16/?launcher=false&fcsContent=true&pbMode=normal
https://share.dhs.gov/p5882fvet16/?launcher=false&fcsContent=true&pbMode=normal
http://www.cbp.gov/trade/aes
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Topic 1: Applying for a ACE Exporter Account for Non-ACE Account
Users

Introduction This topic contains step-by-step instructions on how to apply for an ACE
Exporter Account for non-ACE Account users. The application form,
Apply for an ACE Exporter Account, is located on the internet
http://www.cbp.gov. The form is divided into three sections, Corporate
Information, ACE Account Owner, and Submit

Corporate Information

Company Name *
DUNS #

End of Fiscal Year ®

EIN#®

Re-enter EIN# *

ACE Account Owner

First Name *

Middie Name

LastName *
Date of Birth *

Telephone # *

Fax #

ACE Account Owner

Country
Address 1w

Aodfeis 2

L]

Address 2 CI',I
city ® E-mail ¢ State *
State ® Re-enter E-mail *

Zip Code ¥

To successfully complete the form, please make sure fields that are
required with a red asterisk (*) are filled in correctly.

Only U.S. and U.S. territory entities can apply for an ACE Exporter
Account using this form. For the corporate information section of the
form, the company name and Exporter Identification Number (EIN)
details are required for account processing purposes. Once all of your
information is provided and before clicking the Submit button, you must
check the terms and conditions box and type in the characters displayed
in the picture box for security purposes. Then click the Submit button.

IMPORTANT: All fields marked with a red asterisk (*) are
oé required and must be completed.
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How to apply for an ACE
Exporter Account

Step

Action

1.

To access the CBP.Gov home page:

a. Launch Internet Explorer

b. Type: Http://www.cbp.gov/trade/automated

N http://www.cbp.gov/trade/automated

View Favorites Tools Help

On the main page to the right under ACE Secure Data Portal
choose the Apply for an Account icon.

ACE Secure Data Portal

Log In

E Apply for
an Account

Select the Exporter link to display the application.
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How to apply for an ACE
Exporter Account

Step

Action

2.

Select the text box to the right of the field to be completed and
type the information required. Fields with a red asterisk (*) are
required to be filled in.

= Offcial webnite o the Department of Homeland Sacurity

U.S. Customs and

Border Protection

OMB No. 1651-0105
Apply for an ACE Exporter Account Expiraion Date: 11-30-2015

Instructions
Please complete the form below to request an ACE Exporter Account. An ACE Exporter Account will provide access to AES Direct to file Electronic Export

Information (EET) and fo initiate the approval process 1o access ACE export reports. Once you have completed the form, select “Submit® Note: Only US
and US territory entities may apply for an ACE Exporter Account.

#* Red asterisk felds are required
Corporate Information
EIN#* ]
Re-enter EIN# *
Company Name * r Compan
DUNS # rr—
End of Fiscal Year %
Country us
Address 1%
Address 2 ress
City *
State # Select a State [l
Zip Code * sy s
ACE Account Owner
First Name *
Middle Name
Last Name *
Date of Birth *

Telephone # * e

Extension s

Fax #

E-mail #

Re-enter E-mail *

| if the Account Owner's Address Is the same as Company's Address reported above, check
this box and skip the rest of this section.

Country us
Address 1%
Address 2

City ®

State * Select a State b
Zip Code * st s

Submit Form

[] By checking this box, | have read and agree to the Terms and Conditions that gover the use of this system.

wm.mMmmn

MKETIB ©

You must accepl the Terms and Conditions before the form can be submitted.

/" NOTE: The ACE Account Owner information is
used to establish the role of the Trade Account
/ Owner (TAO) for your ACE Portal Account.
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How to apply for an ACE
Exporter Account

Step | Action
IMPORTANT: It is important to provide the correct
) email address in order to receive details on how to
o~ attain your user ID and Password as well as other
CBP communication.
First Neme * [ |
Middie Neme | |
Last Mame = | |
Demte of Birth =
Telephone # =
|
|
3. Select the check box in the Submit form area to indicate that

you reviewed and agree to the Terms and Conditions provided
by the hyperlink. Also re-type the characters shown in the box
below, then select the Submit button.

Submit Form

[] By checking this box, | have read and agree to the Terms and Conditions that govern the use of this system.

MKETIB ©

Retype the characters from the picture

/" NOTE: If the data entered on the web form does
not pass the various form validations, the
/ appropriate error messages will display at the top
of the form. The user has the ability to correct and
re-enter the data on the web form. The
appropriate error message will appear until all data
elements pass the validations.

Your form was not successfully processed

Pla3se oomect the foloaing e7ors 3nd then resubmi e fom
+ Corporam informagion - EIN 316 not 3 valid EIN; please re-entef ysing 1he foloving fomat ‘se-ssessss’
+ Corporazs informadion - Re-ener EIN 3 6025 not match Corporate Informavon - EIN & pisace re-anter the Information
+ Corporam informagion - Company Name & required; please enter the mising Informaticn
+ Corporam informadion - End of Fiscal Year Is requrad, please enter e migsing information.
+ Corporam Information - Address 1 15 requied. plesse enter the misshg informaton
+ Corporam information - City Is requiradt please enter he miseing Infrmation
+ Corporam Information - Sta ks required, piaase enter he migsing infrmation
+ Corporam informaton - 2p Code s requred; please enter e missing nfomaton
+ ACE Account Owner - First Name s requirad; please enter 12 missing Informaton
+ ACE Account Ownar - L3st Name Is requirad; please enter e miseing information
+ ACE Account Ownar - Dare of Birt Is requirad pléass enter e miseing information
+ ACE Account Owner - Telaphone 3 15 requirad; please enter the missing Information
+ ACE Account Owner - E-mal i requird; plaase enter he missing infoemation.
+ ACE Account Owner - Ad0ress 115 requiredt please enter the missing information.
+ ACE Account Owner - Clty Is required. piease enter the missing Information.
+ ACE Account Owner - Stam s raquired, pia3se enter the miseing information
+ ACE Account Ownér - 2p Cooe 6 requredt please anter the miseng Infomation.
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How to apply for an ACE
Exporter Account

Step

Action

After submitting the form, the data will be
processed in ACE. There is a potential for an error
to occur. If so, you may receive one of the
following messages via email. Please follow the
instructions provided in the email.

1: The EIN is already used by an importer or
exporter that is linked to a Top Account:
Subject: ACE Exporter Account application
rejected (EIN: **-****nnn),

The EIN specified on your ACE Exporter Account
Application is already in use.

Please contact your company’s ACE Account
Owner or contact ACE Account Service Desk
(telephone 1-866-530-4172 option 1, then option 2
or email ACE.Support@cbp.dhs.gov) for further
assistance.

2: Name+DOB is not unique in ACE table:
Subject: ACE Exporter Account application
rejected (EIN: **-****nnn)

The Account Owner name and date of birth, as
specified on your ACE Exporter Account
application, is already in use by an existing ACE
Secure Data Portal user. The combination of name
and date of birth must be unique for each Portal
user. Please contact the ACE Account Service
Desk (telephone 1-866-530-4172 option 1, then
option 2 or email ACE.Support@chbp.dhs.gov) for
assistance in establishing your ACE Exporter
account.

3: A system error occurred in ACE while trying
to process the form data:

ACE encountered a problem while processing your
application. If you received an email with your new
ACE Secure Data Portal account, please login and
then manually add your exporter account, if
needed. If you have not received the Portal
account email, please use the ACE Exporter
Account Application Web form to re-submit your
request. If you continue to receive this message,
please contact the ACE Account Service Desk
(telephone 1-866-530-4172 option 1, then option 2
or email ACE.Support@cbp.dhs.gov). Please
follow instructions provided in the appropriate
email.
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NOTE: Once you submit your request, a success page will display
indicating that you have successfully completed the ACE Exporter
Account application process.

/ 4

4

O] vt of o Ot o ol ety

U.S. Customs and

Border Protection

ACE Exporter Account Form Was Submitted

) have access

application and providing instructions on how to access your new
account. The email will provide an Account ID. This ID is also known as
your Shared Secret for use when securing your password. You will use
the Account ID and Password you receive to access your ACE Portal
account.

) IMPORTANT: An email will be sent confirming the processing of your
o -~

Applying for ACE
Exporter Account Step | Action

4, After receiving your Account ID, write down your Account ID
and follow the instructions noted.

ACE Email Notification (CT1)

The following new TAM_TDI_Accounts [itamprofile] account bas been created for you:

Orwmer Name: Lerone Liberty
" Account [): LL32820 I
Transaction ID: 576000629917842227
Retrieve Password Page: hittps:Vace ct] sat chp dbs gov/stim ] tenconsole getpassword Transactionsd =5 7600061991 7842227
Password Retrieval Expiration (Howrs): 504
Time of service provision: Jun 18, 2015 02:46:27 EDT

please contact an admansstrator for asustance

ll In oeder to retneve vour password froe the Retnieve Password page, you will need to enter your shared secret value. If you do not know this vahy
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Applying for ACE

Exporter Account Step | Action
5. Select the Retrieve Password Page hyperlink.
ACE Email Notdfication (CTI)

The following new TAM_TDI_Accounts [itamprofile] account bas been created for you:

Orwaer Name: Lerone Libenty
Account [D: LL32820
Transaction ID: 576000629917842227
| Retrieve Password Page: hittps:Vace ct] sat chp dbs gov/stim ] tenconsole getpassword Transactionsd =5 7600061991 7842227 I
o
Time of service provision: Jun 18, 2015 024627 EDT

In order to retnieve vour password from the Retrieve Password page, you will need 1o enter your shared secret value. If you do not know this vahs
please contact an admansstrator for asustance

/" NOTE: The Retrieve Password page will display.

d

6. Select the text box and type your Shared Secret (your
Account ID). The Account ID and User ID are one and the
same.

Retrieve Password
To retrieve the password for your sccount, ty pe youwr shared secoret in the field

+5Shared seorst

I
o o]

7. Select OK.

Retrieve Password
To retrieve the password for your account, type your shared secret in the field

+Shared secet

(
o) ]
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Applying for ACE
Exporter Account

Step

Action

8.

A temporary password is provided along with User ID; write
down the temporary password and select Done.

Retrieve Password

After you click Done, you will not be able to retrisve your password from this page
Senice Mame
TAM_TD_Accounts

Senice des oription
TAM 5.1 Adapter

User IO
LLEZE20

Pas sword

1, +3=Aw

0 NOTE: When accessing ACE, the password is

case sensitive and must be typed exactly as
/ provided.
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Topic 2: ACE Initial Login Procedures for Non-ACE Account Users

Introduction After receiving your temporary password, the following procedures
provide a step-by-step for the initial login to the ACE Secure Data
Portal.

ACE Initial Login Step | Action

1. To access the ACE Secure Data Portal home page:
a. Launch Internet Explorer

b. Type https://ace.cbp.dhs.gov/

Once you log into ACE Portal, enter your User ID (Account
ID) and temporary password in the appropriate text fields
and select the Login button.

Login Information

Enter your ACE UserlD and Password to log in:

UserID: | |

Password: | |

Log in using yvour DHS PKI profile.

Forgot Your Password?

2. You will be redirected to a page where you are required to set
challenge response questions in case you must reset your
password.

New yer - Set Crulenge Response Questions

11 you seed pssstance with the portsl, please amtact the (BP gy Suppod Center st 172 for wers, o @BP perenes.

September 2015 9
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ACE Initial Login

Step

Action

Select the drop down menu for each challenge question (1 - 5)
and choose from the questions provided that you will answer.

Reset Password - Challenge Questions

You will need to select 5 challenge questions and enter the answers to those
guestions, These questions will bBe used t validate your identity should you forget
your password,

Question 1; |- Select— || |

Question 2 [—Salect—[v ] [
Question 3: [~ Szlea_|v| [ [
Question & [~ Salet—| v | [ |
Question 5 [~ Selet—| v | [ [

SubmitQuesions | ‘Cancs

Select the first text box to the right and type the answer to the
question you selected.

Reset Password - Challenge Questions

You will need to selea S challenge questions and enter the answers to those
questions se questions will be used to validate your identity should you forget

your passwora.

Question 1: |- Select - El|| I[

Question 2 [FSTEATY] | |
Question 3: [~Selea V] | |
Question 4: [~Selea- V] [ [
Question s: [~Selea-[v] I [

SubmitQuestons | Cancel

ACE Initial Login

Step

Action

Select the second text box to the right and retype the answer
to the question.

Reset Password - Challenge Questions

You will need to selea S challenge questions and enter the answers to those
questions questions will be used to validate your identity should you forget
your password,

Question 1: |- Select - v |

Question 2 (ST -] | |
Question 3: [~Selea V] | |
Question & [STa-TY] ! |
Question s: [F52aT<] i l

SubmitQuestons | Cancel

September 2015
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ACE Initial Login

6. Repeat steps 3 - 5 for questions 2 - 5.
7. Select the Submit Questions button when completed.
Reset Password - Challenge Questions
Y need to selea 5 challenge qu s and enter the ans
q s. Th stions will be us validate
your password.
Question 1; |- Select - v | |
Question 2: [~Selea~|v [ [
Question 3: [ Selea-v] | [
Question 4: [-Selea—|v [ |
Question S: [~ Seleat—|v| | |
| __SvbmitQuestons || _Cancel |
Step | Action
/" NOTE: Selecting the Submit Questions button will
open the Change Password page. You are
required to provide a new password following
these rules. Select the Close button to continue.
ACE Password Policy
All ACE passwords must:
« Contain at least 8 characters.
+ Contain a combination of uppercase letters, lowercase letters, and numbers.
o Contain at least one of the following symbols: ! "#S % & ' () *+,-./:;<=>2@
B I € 6
« Not contain any consecutively repeated characters.
Note that your new password:
+ Cannot contain your userid.
+ Cannot contain your name.
+ Cannot be the same as a previously used password.
« Cannot be the reverse of a previously used password.
[Close |
8. Select the *New Password text box and type your new

password in the first box. You can refer to the Password
Policy link to follow the rules on how to create your password.

User LL52820's password has expired

To chang= your paz=word, pleaze provide the following information. Youwr
mew password must adbere o the %551’-.'-:-@ %!I%ILI:: and will
be=come = Mective immediat=hy .

*=Menar Pra v rd |
*Retype new P |

Confnue |  Cance

September 2015

11



Quick Reference Guide
Applying for ACE Export Account Topic 2: ACE Initial Login Procedures for Non-ACE Account Users

9. Select the Retype new Password text box and retype your
password.

User LL52820's password has expired

To change your password, please provide the following information. Your
rew password must adhers to the Password Policy rules and will

become effective immediately.

*New Password |
*Retype new Password |

Contnue | Cance

ACE Initial Login Step | Action

10. Select the Continue button.

User LL52820's password has expired

To change your password, please provide the following information. Your
rew password must sdhere to the Password Policy rules and will

become effective immediately.

*New Password I
*Retype new Password I

Contnue || Cance

11. | The Reset Password dialog box will display stating your
password has been changed successfully. Select the Close
button. It's important you remember your password to
successfully log into your ACE Portal account.

Reset Password

“our password change was sucessful. Please close all browser
sessions, and load a new browser session to log in.

Cos=

September 2015 12
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ACE Initial Login

12.

Close your web browser and open a new browser.
To access the ACE Secure Data Portal home page:
a. Launch Internet Explorer

b. Type https://ace.cbp.dhs.gov/

Enter your User ID and Password and select the Login
button.

Login Information

|Enter your ACE UserlID and Password to log in:

UserID: ]

Password: |

Log in using your DHS PKI profile.

Forgot Your Password?

The ACE Secure Data Portal will display.

Step

Action

13.

Your Exporter Account information will display. This will
allow you to view your account information and will allow you
to request the ability to view trade export data in reports.
Please continue to Topic 4 in this guide.

‘: ace secure data portal

Task Selector 7 | View Top Account

Select Account Type
view{soier v|[e0)
e — (| Top Account Information
Account Name: Little Mermaid Ashley
ACE ID: 0000213053
QOrganizational Structure: Corporation
DUNS #:

Website:
End of Fiscal Year:

Home Tools ‘

Accounts
Change History
Reports

BAL

Action Plan
Statements

12/31

LPCs P
Dedlarations
Mode of Communicstion

rogram Participation:

Contacts

Account Selector List Sheving 1 - 1af 1

Type Last Name First Name Phone
Account Gwner Oceana Ashley

View Settings

Sort by:[Select— V|

Accounts. =
Bl Little Mermaid Ashley

Email
571-468-5512 ashley.d.lofton@cbp.dhs.gov

E——s———

September 2015
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Topic 3: Creating an Exporter Account for Current ACE Portal Users

Introduction For current ACE portal users (Importers, Brokers, etc.) who require an
Exporter Account, the TAO may create the Exporter Account under the
Company’s Top Account through the ACE Secure Data Portal.

The following step tables provide the procedures for creating an
Exporter Account within ACE.

Creating an Exporter
Account for Current ACE
Portal Users Step | Action

1. From the ACE Portal landing page, select the Accounts tab.

‘ ace secure data portal

Home A:cnnms References ‘ Tools ‘

Task Selector ? | View Top Account

Select Account Type

Select Task =(|Top Account Information
» Accounts Account Name: Little Mermaid Ashley
Chanage Histor ACE ID: 0000213053
Change History .
Structure: Corpe
Zepods. DUNS #:
BAL Website:
Adtion Plan End of Fiscal Year: 12/31
Statements
LECs

Program Participation:
Declarations

Mode of Communication

Contacts
Account Selector List ERCNR | coving 1o
View Settings Type Last Name First Name Phone Email
Sort by:[--Select-  |[Gg] Account Owner Oceana Ashley 571-468-5512 ashley.d.lofton@cbp.dhs.gov

Accounts =

2. In the Task Selector panel, select Exporter from the Select
Account Type drop down and click Go.

‘:} ace secure data portal

— wcterences | vous |

Select Acco ac
T <||Top Account Information
b Accounts Account Name: Little Mermaid Ashley
ACE 1ID: 0000213053
Change History. i Structure: Corpe
Bencts DUNS #:
EAL Website:
Action Plan End of Fiscal Year: 12/31
Statements
LPCe

Program Participation:
Declarations

Mode of Communication

Contacts

Account Selector List 7 = O | [,
View Settings Type Last Name First Name Phone Email
sort by:[~Select—  w|[Go| Account Owner Oceana  Ashley 571-468-5512 ashley.d.lofton@cbp.dhs.gov

Accounts =
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Creating an Exporter
Account for Current ACE

Portal Users

Step | Action

3. Under Select Task, choose Create Exporter.

:i: ace secure data portal

? | View Top Account
Please select a valid top account.

Home Tools |

Task Selector

Select Account Type
view porer V|[50]

Select Task
Accounts

Create Exporter
S Eécpm':ter' Iafﬂrmatinn e o ml::':;mupany Name
et xporter Name: ittle Mermaid Ashley :
i:bL":SAESD"m Flinas ACE ID: 0000213055 DBA:
Reports. EIN: 09-9876549 pIV:
Organizati
Account Selector List Organizational Structure: Corporation
- " DUNS #:
View Settings
View By Account Status
) Account Status: EIN Pending
{J) Acct Name (@) EIN Authorization for Reports: Not Authorized
Contact: Addresses
Sort by:| Account Number v ontacts
Accounts 2| shoving 1-10f1
El Little Mermaid Ashley ;""e oaint of Contact 'E-’“t Name
Primary Point of Contact
09-9876549 rimary Point of Conta ceana
43-0734546

You will be shown the details for the Top Account and then click
on Continue.

‘:: ace secure data portal Vielcome, Ashley Oceana!
| B0

e I v | e o8
Task Selector HEES =0
|-Select Account Type Top AccountName: Lirs Mermaid Ashley ACE ID: (0021308
|Wew[Eome vl[c| Thisis the Top Accountthat il be e for the Exparer
SelectTask E
¥ Create Exporter

Change Hgory

0 sartame O BN
Sortby:[~Sze- |
Accounts ie

| ¥ Litthe Mermaid Ashley

Where prompted, provide your corporate information in steps 1 -
4 and submit.

(- ace secure data portal
€
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Creating an Exporter
Account for Current ACE
Portal Users Step | Action

5. Once data is submitted, saved and accepted by ACE, click on
the reset button in the Accounts panel to enable the EIN to
appear in the Accounts list. You may then access your exporter
account by selecting the associated EIN from the Accounts list.

0 NOTE: You may view the Accounts list by name or

/ EIN.

Select the EIN radio button and click on GO to view the accounts
in EIN order or the Acct Name radio button to view by name.

i:- ace secure data portal

Home T ——

Task Selector ? | View Top Account
Select Account Type Please select a valid top account.
View[Exponer __][50]

F  Accounts
Create Exporter

Change Histor Eé(pur:r I:furmatiun Lt rermnd A Utl:aKrACumpanv Name
i xporter Name: ittle Mermaid Ashley :
Submit AESDirect Fil
Ru mr‘t sl tings ACE ID: 0000213055 DBA:
Aepars EIN: 09-9876549 DIV:
or i
Account Selector List Organizational Structure: Corporation
m—— DUNS #:
Account Status
: _ Account Status: EIN Pending
oct Name @ EIN Authorization for Reports: Not Authorized
Contacts | Addresses
Sort by:| Account Number W ontacts
Accounts =|| shoving 1-1cf1
E Little Hermaid Ashlev VB ot of Contact Cast Name
Primary Foint of Contact
pop—— rimary Foint of Conta ceans
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Topic 4: Requesting Access to EIN Data for Export Reports

Introduction Information for ACE Portal Account users who created an Exporter
Account associated to their Top Account:

e Any Exporter EIN matching the existing Importer of Record
numbers in the ACE Importer Account will be automatically
authorized to have the EIN data appear in the AES Export
reports. The Authorization for Reports field on the Exporter
Account will reflect the status accordingly; thus those that
match will reflect “Authorization for Reports: Authorized”.

e Any Exporter EIN that does not match an existing Importer of
Record (IR) number in the ACE Importer Account must request
EIN Authorization for Reports for the specific EIN(s). The
status of the Authorization for Reports field will initially
reflect “Not Authorized.”

0 e NOTE: The Authorization for Reports status in the Exporter
Account details is initially set to Not Authorized. This status
/ will change to “Pending” upon selection of the Request EIN

Reports Authorization button. The exporter must comply with
the Census request to provide additional account information
before Census will approve the exporter’s EIN for inclusion in
ACE AES Reports.

e Once approved by Census, the Authorization for Reports status
changes to “Authorized” for the specified EIN. If denied by
Census, the Authorization for Reports status changes to
“Denied” for the specific EIN. In either case, both the TAO and
the Requester will receive emails regarding the approval or
denial by Census.

e These Request EIN Authorization for Reports steps must be
completed for each EIN in order for the export data for that EIN
to appear in the AES reports.

U.S. Census and not through normal ACE channels. For general
guestions on ACE Trade Export Reports, please contact Census at
800-549-0595, Option 5.

. IMPORTANT: Requests EIN Authorization for Reports are vetted by
d
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Requesting Access to
EIN Data for Export
Reports

Step

Action

From the ACE Portal Landing page, select the Accounts tab.

ace secure data portal

Task Selector ? | View Top Account
Select Account Type

Select Task
»  Accounts
Change History

Tools ‘

Top Account Information
Account Name:

Little Mermaid Ashley
ACE ID:

0000213053

Structure: Corp
Beports DUNS #:

BAL Website:

Action Plan End of Fiscal Year: 12/31
Statements

LPCs

Program Participation:
Declarations

Mode of Communication Contacts

Account Selector List ERCWS | choving - 1oft

View Settings Type Last Name First Name Phone Email
Sort by:[~-Select-—  w/|[Go Account Owner Oceana  Ashley 571-468-5512 ashley.d.lofton@cbp.dhs.gov
Accounts =

El Little Mermaid Ashley

In the Task Selector box, select Exporter from the Select
Account Type drop down and click GO.

ii- ace secure data portal

o T ——
Task Selector 2 | View Top Account
i — - Please select a valid top account.
Vie
b Accounts
Create Exporter
Change Histor Eé(pnrtr:r I;fnrmatinn . otl:;:nmpany Name
chanas tson xporter Name: ittle Mermaid Ashley :
iu"m: AESDiredt flings ACE ID: 0000213055 DBA:
Reports. EIN: 09-9875549 DIv:
Organization
| [Account Selector List EJal| Croanizational Structure: Corporation
ry— DUNS #:
w:{‘"’syf’ nas Account Status
tew By Account Status: EIN Pending
() Acct Name (® EIN Authorization for Reports: Not Authorized
Contact: Addresses
Sort by:| Account Number v ontacts
Accounts =l shoving 1-10f1
Bl Little Mermaid Ashley ;""e Palit of Contot 'é“t Name
Primarv Point of Contact
09-0876549 rimarv Peint of Conta ceana
43-0734546
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Requesting Access to
EIN Data for Export
Reports

Step | Action

Access your exporter account by selecting the associated EIN
under the Account Selector List.

:i:ace secure data portal

Select Account Type
S Err—l
Select Task
b Accounts
Create Exporter
Change History
Submit AESDirect Filings
Reports

Home Reterences | Toois |
Task Selector ?

? | View Top Account
Please select a valid top account.

Exporter Information
Exporter Name:
ACE ID:

EIN:

|| Account Selector List
View Settings
View By:

O Acct Name ® EIN

Sort by:| Account Number W
Accounts

H Little Mermaid Ashley
09-9876549
43-0734546

Organization
Organizational Structure:
DUNS #:

Account Status
Account Status:
Authorization for Reports:
Contacts  Addresses

|| showing 1 - 1oF 1
Type
Erimary Point of Contact

Other Company Name
Little Mermaid Ashley  AKA:
0000213055

09-9876549

DBA:
DIV:

Corporation
EIN Pending

Not Authorized

Last Name
Oceana

4. Select the Request EIN Reports Authorization button.

Littio Mormaid Ashlay  AKA:
0030213055 RA:
05-5476549 v

ure: Corporation

Last Name
Qceana

Other Company Name

First Name Phone
nsniey 5714835512

Agd Contess

mail
asley . ohan@eop.dhs.gov

Reports.

Last Mame

Follow the on-screen instructions to complete paperwork
required by Census when requesting EIN data on Export

it Mame
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Requesting Access to
EIN Data for Export
Reports

Step

Action

Once approved by Census, your Authorization for Reports
status will reflect “Authorized” and the following email will be
sent to both the TAO and the Requester:

The US Census Bureau has approved a request for the inclusion of an
EIN in the export reports that are available to the trade through the
US CBP ACE application. You are receiving this email as either the
original requestor or the primary point of contact for that EIN's ACE
Exporter Account. Please note that the trade data associated with
this approved EIN will not be available to view in reports until the day
following approval.

If Census denies the request, the Authorization for Reports
status will reflect “Denied” and the following email will be sent to
both the TAO and the Requester:

The US Census Bureau has denied a request for the inclusion of an EIN in
the export reports that are made available to the trade through the US CBP
ACE application. You are receiving this email as either the original
requestor or the primary point of contact for that EIN’s ACE Exporter
Account. If you have questions, please contact the Trade Outreach
Branch via e-mail at EXPORTREPORT@CENSUS.GOV or by phone at
1-800-549-0595, Option 5.
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Topic 5: Managing User Access

Understanding
ACE User Roles

The User Access view within the Automated Commercial Environment
(ACE) Secure Data Portal provides the ability among other things for the
setup of multiple trade user roles. Within this view, the Trade Account
Owner (TAO) or Proxy Trade Account Owner (PTAOQO) can create contacts
and create/maintain account users.

Currently, the available trade user roles in the ACE Portal include the
following roles:

Trade Account Owner (TAO): Person who has ACE Portal access
via a user identification (ID) and password. The TAO can update
the Business Activity Log, the Action Plan and the account
structure, as well as manage and create account users and proxy
trade account owners within the account. The TAO can also serve
as a contact on the account and will receive all notifications
pertaining to the account.

Proxy Trade Account Owner (PTAO): Person who has ACE
Portal access via a user 1D and password. The PTAO can update the
Business Activity Log, Action Plan and the account structure, as
well as manage and create account users. The PTAO can also serve
as a contact on the account when desired. A PTAO can perform the
same tasks as the TAO with the exception of creating another
PTAO. The PTAO also does not have access to the Cross Account
Access and the Merge Accounts tab.

Account User: Person who has ACE Portal access via a user 1D
and password. The account user has “read/write” access to the
Business Activity Log and Action Plan, if granted by the TAO or
the PTAO. The account user can also serve as a contact on the
account when desired.

Trade Contact: Person who does not have access to the ACE
Portal; thus they do not have a user ID and password. The trade
contact’s information is displayed in the ACE Portal as a reference
contact for one or more parts of the trade account.
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Creating New Users Step | Action
1. /’ NOTE: Only the TAO or PTAO can add new users to
/ the account and assign access permissions.

Select the Tools tab.

2. Select User Access located under User Account
Administration.

g T e T T i T T
i Home Accounts References Tools

Task Selector s

" Uszer Account Administration
User Access

User Access

*Indicates field is required

1
{  Cross Account Access
0

L i, Sl - i S LA B s gl

3. The User Access panel displays. Select the drop down arrow
under Add User.

4, Select Create New User.

*Indicates field is required

Add User -
-- Select -- [v Continue =
-- Select --

Add Existing User
Create New User

CastNanme. | =

First Name:

* Display:

~.~“—.‘..."'“.-"-‘\.-*A‘.J sl -‘,.q_..__r" -..M*#

® My Users O all Persens

5. Select the Continue button.
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Creating New Users

Step | Action
6. Complete the contact information for the user.
/" NOTE: All fields proceeded by an asterisk (*) within
/ the ACE Secure Data Portal are required fields.
7. Select the Save and Continue button.

NOTE: If the address you enter does not conform to
the U.S. Postal Service format, ACE will standardize
the address and generate the following message:

|Address has been standardized

NOTE: If the postal code you enter is not recognized
by the U.S. Postal Service, ACE will generate an error
message such as:

| Invalid Postal Code. Do you mean: 22202-2872 ‘

If the error message is valid, make the correction and
select Save and Continue again.

NOTE: If you are certain the address is correct as
entered, check the following checkbox:

I |_| Use Address As Entered
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Creating New Users Step | Action

8. A screen will display showing your Top Account(s). If you have
access to more than one Top Account, you will be required to
select the account to which you wish to grant access privileges.

User Access

You have access to multiple Accounts. Please select the Account you wish to grant access privileges.
Filter Top Accounts
Top Account Name:
Top Account ACE 10:

Showing 1+ 2 of 2

Select Account Name ACEID Cross Account Access

9] CBP Incorporated 0005676506 No

() Express Polar (deactivated acct.) 0006719535 Yes

[ Select and Continue > | [, Cancel |

9. Select the Select and Continue button.

10. | Another screen displays requiring you to set the user’s role.

Select either Proxy Trade Account Owner or Trade Account
User.

NOTE: PTAO will not have the option to select Proxy
/ Trade Account Owner.

*Indicates field is required
Account User Information

First Name: Anita
Last Name: Brown
User ID:

*User Role:

IC‘ Proxy Trade Account Owner (& Trade Account Userl
Top Account Name: LMC Incorporated
Top Account ACE ID: 0000203256

* Access To Top Account: @ Yes

QO Mo

[ Cantinue > ][ Cancel ]

S -.."“Jhu..(f“** “"—H.M"‘.‘-&-#—- WM"-;#H‘"‘-—-%"'
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Creating New Users

Step

Action

11.

Indicate whether you want to provide the user with access to the
Top Account by either selecting the Yes or No radio button.

I,Acc:ss To Top Account: o ves ) N:-I

12.

Select the Continue button.

13.

A screen displays allowing you to set specific functionality
permissions for this user. You can use the account type sub-tabs
to specify permissions at the account type level. You can also
select the Full Access for All button to grant the user access to
all Importer of Record numbers (IR) and any other accounts
under this Top Account. Select the Read-Only Access for All to
allow the user to view, but not modify, all data in the account.
When you select Full Access for All or Read-Only Access for
All, access to the ISF Portal will be set as Yes and all ISF portal
roles will be granted.

User Access

Account User Information

First Name: Little
Last Name: Man
LM922a¢

User ID:
User Role:
Top Account Name:

Top Account ACE 1D: 0
Aecess To Top Account: Yeg

single Sign-on Parn g
Access To ATS ISF: Yes

[ Read-Only Accass far All

) [ Full Access for All__] [ Revoke Access | I

Broker GCamer Corman  Consignes  Faglity Gperster  FTZ Cperglor  Imporier  Lighterman  Service Provider  Surely

(Bt Broker Parmigsions

14.

Select the Save button on the bottom left of the screen. (You
may need to scroll down to see this button.)

15.

You are returned to the original User Access screen.
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Adding Existing Users  Inaddition to creating new users, TAOs and PTAOs can add an existing
to an Account user to their portal account:

ID and password. In order to add an existing ACE user, you
will need the user’s first name, last name and ACE user ID.
If you do not have the existing user’s ACE user ID, contact
the user for this information.

An existing user is someone who already has an ACE user
»

Step | Action

1. Select the Tools tab.

2. Select User Access located under User Account
Administration.

3. The User Access panel displays. Select the drop-down arrow
under Add User.

4, Select Add Existing User.

*Indicates field is reguired

Add User

Add Existing User v Continue >

-- Select --
{Add Existing User |

Create New User
Ld>sL INdITiE. E3

First Name:

* Display:

" il M'-""-"‘-.«"‘*-" Rl e oy

® My Users O all Persons

\wm PP S S

5. Select the Continue button.
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Type the user’s first name in the First Name field.

//’ NOTE: The name must be an exact match.

Type the user’s last name in the Last Name field.

//’ NOTE: The name must be an exact match.

Type the user’s existing user ID in the Existing User ID field.

’ IMPORTANT: ACE User IDs are case sensitive.
o -

User Access

*Indicates field is required
User Information
* First Name:

* Last Name:

* Existing User ID:

[ Continue > ] [ Cancel ]

Select the Continue button.

10.

A screen displays requiring you to set the user’s role. Select
either Proxy Trade Account Owner or Trade Account User.

11.

Indicate whether you want to provide the user with access to the
Top Account by either selecting the Yes or No radio button.

> A— .
I Access To Top Account: .-:; vas O N-.:-I

12.

Select the Continue button.
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13. | A screen displays allowing you to set specific functionality
permissions for this user. You can use the account type sub-tabs
to specify permissions at the account type level. Select the Full
Access for All button to grant the user access to all IR numbers
and any other accounts under this Top Account. Select the
Read-Only Access for All, to allow the user to view, but not
modify, all data in the account. When you select Full Access
for All or Read-Only Access for All access to the ISF Portal
will be set as Yes and all ISF portal roles will be granted.

Usér Access Tml
Account User Information

First Name: Little

Last Name: hian

User ID: LH9228e

User Role: Trads Account User

Top Account Name:  Mehedy FTR35112a

Top Account ACE ID: 0000204392

Aecess Ta Top Account: Ves

single Sign-on Partner Access
Access To ATS [SF: Yes
[ Read-Only Access for Al \ Full Aceass for Al ]I Revake Adcess ]
1

Broker Carnér Caiman Consignés  Foclity Operator  FTZ Operalor  Imporigr  lightsrman  Servics Provider  Surety

(B gt B Parmiggiong

14. Select the Save button on the bottom left of the screen. (You
may need to scroll down to see this button.)

15. | You are returned to the original User Access screen.

Training Links Select the following link for more information on running ACE Reports.

http://www.cbp.gov/document/guides/updated-ace-reports-user-guide-
new-interface-all-ace-report-users
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